UY BAN NHAN DAN CONG HOA XA HQI CHU NGHIA VIET NAM
HUYEN KON RAY Poc lap - Tw do - Hanh phuc
S6: 110 /UBND-VX Kon Ray, ngay /8 thang 0/ ndam 2024
VIV tang cuong cong tac bao dam
an toan thong tin mang trong dip
Tét Nguyén dan Giap Thin

Kinh gtri:
- Céc co quan, don vi :chu(jc UBND huyén;
- UBND cac xa, thi tran.

Thuc hién Cong van s6 53/STTTT-BCVT&CNTT ngay 10/01/2024 cua S¢
Thong tin va Truyen thong ve vi¢c tang cudng cong tic bao dam an toan thong
tin mang trong dip Tét Nguyén dan Giap Thin.

Nham nang cao canh giac va trach nhiém bao dam an toan thong tin mang
theo quy dinh ctia phap luat trong thoi gian dién ra dip nghi 18 Tét Nguyén dan
Glap Thin, UBND huyén d& nghi cac co quan, don vi, dia phuong trién khai mot
s0 bién phap nhu sau:

1. C4c co quan, don vi thuéc UBND huyén, UBND céc x4, thi tran:

a) Ra soat cac hé théng thong tin, bao dam cac hé théng thong tin duoc
trién khai day du cac bién phap bao vé theo cip do an toan tai Quyét dinh sO
1118/Qb-UBND ngay 25/12/2023 cua UBND huyén vé viéc phé duyét cap do
bao dam an toan thong tin do an toan thong tin doi voi Hé thong thong tin
UBND huyén Kon Ray.

b) Phan cong luc luong tai chd trién khai truc giam sat 24/7; cha dong theo
doi thuong xuyén, lién tuc cac hé thong giam sat an toan thong tin tap trung, hé
théng phong, chéng ma doc tip trung dam bao xir 1y, khic phuc kip thoi tin
cong mang, canh bao ma ddc dugc xac minh.

c) Ra soat, kiém tra va boc g0 cac phﬁn mém ddc hai cho toan bd may tram
trong hé thong mang.

d) Chu dong ra soat cac 16 hong, diém yéu trén cac hé thong thong tin thude
pham vi quan 1y va trién khai cac giai phap phong ngira va khic phuc triét dé cac
16 héng, diém yéu da dugc Cuc An toan thong tin canh bao, dac bi¢t nhu: Ld
héng anh hudng nghiém trong trong F5 BIG-IP (vdn ban s6 1943/CATTT-
NCSC ngay 02 01/11/2023 cua Cuc An toan thong tin) va cac 16 hong bao mat
anh huong mirc cao va nghiém trong trong cic san pham Microsoft tir thang 5
dén thang 11 nam 2023.

d) Sir dung va khai thac hiéu qua Nén tang diéu phéi xir 1y su cb an toan
thong tin mang qubc gia (IRLab) va Nén tang hd trg diéu tra sé (DFLab) trong
cong tac diéu phdi va xir 1y su ¢o tan cong mang.
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e) Kip thoi chia sé thong tin véi Cuc An toan thong tin, S¢ Thong tin va
Truyén thong, bao cao vé UBND huyén (qua Phong Van hoa va Thong tin va

Vin phong HPND&UBND huyén) khi phat hién dau hiéu tin cong mang vao hé
thdng thong tin.

g) To chirc tuyén truyen nang cao nhan thirc co ban ky nang vé an toan
thong tin mang, canh giac vé thong tin xdu doc, tin gia va thong tin lira déo trén
khong gian mang cho can bd, cong churc thudc co quan.

2. Trong truong hop can hd tro giam sat, xir ly, tmg ctru sy cb dé nghi lién
hé véi Cuc An toan thong tin, Bo Thong tin va Truyén thong qua cac dau mbi:

- Trung tAm Ung ctru khan cap khong gian mang Viét Nam (VNCERT/CC),
dién thoai 024.3640.4421 hoac s6 dién thoai truc duong day nong ung ctru su co
086.9100.317, thu di¢n tir: ir@vncert.vn.

- Trung tam Giam sat an toan khong gian mang qudc gia (NCSC), dién
thoai: 02432091616 hodc sb dién thoai truc duong diy nong hd trg giam sat,
canh bao sém 0389942878, thu dién tu: ais@mic.gov.vn.

- S6 Thong tin va Truyén thong, dién thoai: 02603.915.457, thu dién t:
hoanglm@kontum.gov.vn.

UBND huyén bao dé cac don vi, dia phuong biét, thuc hién./.

Noi nhgn: TM. UY BAN NHAN DAN

- Nhu trén; ”
- Chi tich, cac PCT UBND huyén (d/b); KT. CHU TICH
HO CHU TICH

- Ban Tuyén giao Huyén uy;
-Luu: VT, VHTT.
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Pinh Thi Hong Thu
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